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Abstract: 

This Steganography Image steganography is an emerging field of research for secure data hiding and transmission over networks. 

The proposed system provides novel approach for steganography using a reversible texture synthesis. The texture synthesis 

process re-create a smaller texture image and video frame, this image and video frame synthesizes a new texture images with a 

similar local appearance. This concept includes the texture synthesis process into steganography to hide secret messages. Ins tead 

of using an existing cover image to hide messages, source texture image or video frame and embeds secret messages by using 

texture synthesis. It permits us to extract secret messages and the source texture. The technique has several advantages like  proffer 

the embedding capacity that is directly proportional to the size of the cover image and video frame. The performance of the 

proposed system is experimented by performing  Steganalysis and conducting benchmarking test for analysing the parameters like  

Mean Squared Error (MSE) and Peak Signal to Noise Ratio (PSNR). In this wor k is to design the enhanced secure algorithm 

which uses steganography with novel approach has ensure improved security and reliab ility.  
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  I. INTRODUCTIO N 

Nowadays The Image steganography is an emerging field of 

research for secure data hiding and t ransmission over 

networks. The proposed system provides the best approach 

for Least Significant Bit (LSB) based steganography using 

Genetic Algorithm (GA). Original message is converted into 

cipher text by using secret key using a sophisticated 

encryption algorithm. The resultant image file  is called the 

stego image. The stego image contains the actual data. The 

LSB (Least Significant Bit) based steganography is 

combined with Genetic A lgorithm to enhance security level 

of the image. Genetic Algorithm modifies the pixel locations 

of the stego image and hence the hidden data could not be 

recovered easily. The stego image containing the confidential 

data can be easily sent over a wireless network. The intruder, 

even if he gets access to the image file, would not know that 

the data is hidden in it.  The proposed system is more 

resistant to RS compared to the normal LSB based 

steganography technique is the process by which pixels of 

the image file  is checked  to see any data is being hidden in 

the image.  is the art and science of detecting messages 

hidden using steganography. If it finds any ambiguous 

distribution of pixels, then it  shows the presence of the 

hidden data showing pos itive results.  So, the data is 

distributed all over the image rather than at the LSB of the 

image. The original image is combined with the confidential 

data to get the stego image. The stego image contains the 

confidential data Sachin Ramesh Tendulkar The  LEGEND at 

the LSB of the image. The main purpose of steganography is 

to hide informat ion in a way that prevents the detection of 

hidden messages. The meaning of Steganography is covered 

writing‖. The application of steganography includes 

conversion of communicat ion between two parties whose 

existence is unknown to an attacker and their success 

depends on detecting the existence of this communication [1].  

In a stenographic system, the information-hid ing process is 

started by identifying a cover medium’s redundant bits (Bits 

can be alter without destroying that medium’s integrity).The 

embedding process replaces these redundant bits with data 

from the hidden message to form a stego medium.[2] The 

goal of steganography is to keep the secret message 

undetectably. Most stenographic methods take over an 

existing image as a cover medium. When embedding secret 

messages into this cover image, distortion of image may 

occurs. Because of this reason two drawbacks occur. 

 

First, the size of the cover image is fixed, so more secret 

messages are embedded allow for more image distortion. 

Therefore to maintain image quality it will p rovide limited 

embedding capacity to any specific cover image. Second, 

that image steganalysis approach is used to detect hidden 

messages in the stego image. This approach can defeat the 

image steganography and reveals that a hidden message is 

being carried in a stego image. This paper proposes a 

combination o f steganography and texture synthesis process 

This paper combines the texture synthesis process into 

steganography to conceal secret messages as well as the 

source texture. The secret messages and the source texture 

can be extracted from a stego synthetic texture.Quick 

Response Code (QR Code) has become an important 

entrance of O2O (Online to Offline) in the era of mobile 

internet. Many applicat ions, such as transformation of URLs, 

the descriptions of these images, and so on can be realized 

through embedding QR Code into images. However, the 

embedding of QR Code may destroy some image details in 

the corresponding area, which is annoying, especially in 

these applications that need high precision.    The reversible 

recovery of original image is of importance. A reversible 

visible watermarking scheme is proposed for embedding QR 

Code into images. One can decode the information that is 
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encoded in the QR Code and reversibly recover the original 

image after the QR Code is scanned successfully.  

 

 Optimization has been achieved both by utilizing the 

features of QR Code when encoding and decoding in the 

visible watermarking period and by utilizing the blocking, 

scanning, and pre-processing of information in the reversible 

data hiding period. Experimental results have demonstrated 

the validity and efficiency of the proposed scheme. Better 

image quality has been achieved by the proposed scheme 

compared with existing schemes. Th is paper is organized as 

follows: Section 3 describes existing work. Section 4 

presents the proposed work. Section 5 discusses experimental 

results. Section 6 gives conclusions and future scope of the 

work. 

 

II.LITRATURE S URVEY 

J.Fridrich, M. Goljan, and R. Du [3] proposed a scheme for 

detecting least significant bit (LSB) non sequential 

embedding in d igital images. The length of secret message is 

derived by examine the lossless capacity in the LSB and 

shifted LSB p lane. The method analysing lossless data 

embedding capacity in the LSBs. Randomizing the LSBs in 

the decreasing order of lossless capacity in the LSB Plane. 

Thus, the lossless capacity used to measure the degree of 

randomizat ion of the LSB p lane. Note that, the LSB plane of 

most images is random and it does not have any easily 

recognizable structure. To capture the degree of 

randomizat ion using classical statistical quantities 

constrained to the LSB plane is unreliable. The lossless 

capacity revolves the fact that the LSB plane is related 

nonetheless to the other bit planes. Even if this relationship is 

nonlinear, the lossless capacity seems to measure this 

relationship equitably well. So, this method is used for 

steganography detection. M. F. Cohen [4] have used to 

implement an interactive application for texture design and 

synthesis. Texture is an image which has locality and 

stochastic property. Locality means small part of the image is 

look alike and they never look exactly the same (Stochastic). 

To overcome the memory consumption problems of large 

images, generates a technique for tiling small images to fill a  

large area. We often needs large texture images. So, we need 

to create large image from s mall samples .just tiling the 

samples is not a good method. Wang tile method is used for 

tile  the plane with appropriate samples based on matching 

colors of adjacent edges result of the tiling. Using Wang 

Tiles method, once the tiles are filled, can be creates large 

expanses of non-periodic texture as needed very efficiently at 

runtime. Wang Tiles are squares shaped and each edge is has 

a color. A valid tiling requires matching colors to all shared 

edges between tiles. Another advantage is that, using a small 

set of tiles created from samp le patches of a source image a 

highly compact representation for texture is achieved.  If the 

two source images contain distributions of d iffering densities 

allows the creation of less uniform textures using two source 

images. An efficient real-time rendering of complex scenes 

can be done with modern graphics hardware by combining 

Wang Tiles with Layered Depth Images. L.   Liang,   C.   Liu 

[5]   presented   an   algorithm for synthesizing   textures   

from   an   input sample.   This patch-based sampling 

algorithm is very fast and it creates high-quality texture 

image. This algorithm works well for a wide variety textures 

like’s regular to stochastic textures. Can be sampling patches 

using a nonparametric estimation of the local conditional 

MRF density function .Also avoid mis matching features 

across patch boundaries of an image. The build ing blocks of 

the patch-based  sampling algorithm are patches of the input 

sample texture to construct the synthesized texture. We can 

carefully select these patches of the input sample texture and 

paste it into the synthesized texture to avoid   mismatching   

features across patch boundaries. Patch-based sampling 

algorithm combines the nonparametric sampling and patch 

pasting strengths .The texture patches in the sampling 

scheme provide implicit constraints to avoid garbage found 

in some textures.  A. A. Efros and W. T. Freeman [6] 

proposed a method for generates a new image by stitching 

together small patches of existing images. This process is 

known as image quilting. It is very fast and simple texture 

synthesis algorithm. By extend this algorithm to perform 

texture transfer operation. In  patch-based  texture  synthesis  

procedure,  define  the square block of user-specified  size 

from the set of all such overlapping blocks  in the input 

texture image. To  synthesize a new texture image, let us 

simply tile the b locks taken randomly  from  the  input  

texture  image.  Next  step is to introduce some overlap in the 

placement of blocks onto the new image. Now, search source 

texture for such a block that agrees some measure with its 

neighbors along the region of overlap .At last, let the blocks 

have ragged edges which will allow them to better 

approximate the features in the texture. Before p lacing the 

block into the texture can be calculates error in the overlap 

region between it and the other blocks. 

 

This method presents an improved steganography technique 

for embedding secret message bit in image metadata fields 

based on the RGB values and the position of the pixels. The 

pixels in the image changed only for characters and the 

algorithm cannot find a p ixel which can represent it. Because 

only the metadata is modified, the stego image looks exact ly 

the same as original image. In th is method, only the size of 

the stego image will increased. Most of the existing image 

steganographic algorithms have many drawbacks. First, the 

size of the cover image is fixed, so embedding more secret 

messages will leads to image distortion. So it needs a 

compromise between the embedding capacity and the image 

quality, which results in the limited capacity provided in any 

specific cover image. Second, that image steganalytic 

algorithm can be used to detect secret messages hidden in the 

stego image .To overcome this limitat ions,Kuo-Chen Wu and 

Chung-Ming Wang [13] have proposed an approach for 

steganography using a reversible texture synthesis. A texture 

synthesis process synthesizes a new texture image from a 

smaller texture image which has a similar local appearance 

and an arbitrary size. This method combines the texture 

synthesis process with steganography to conceal secret 

messages. This scheme offers many advantages. First, the 

embedding capacity is proportional to the size of the stego 

texture image. Second, steganalytic algorithms not defeat this 

steganographic approach. Third, this allows recovery of the 

source texture. 

 

III.EXIS TING WORK 

There exists many information hid ing software’s in the 

market. Most of the software’s directly hide the data in the 

image without making use of encryption algorithms. The data 

in the current model is encoded directly to LSB of the image 

without making use of p ixel modificat ion. So, the security 

level is very  low in  such models. The h idden data could easy 

recovered by using technique. Many software’s are available 

in the market that can easily crack such images and retrieve 

the confidential data. So, the current model could be 

enhanced to increase the security level and making it more 
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reliable. There some other software’s that make use of 

encryption techniques before encoding it to the image. Some 

of the encryption techniques commonly used in  software’s 

are RSA algorithm, AES (Advanced Encryption Standard) 

algorithm, DES (Data Encryption Standard), Trip le DES, and 

many more. This would certainly enhance the security levels 

from the previous model but even this software follows the 

LSB based steganography which is under attack. Previously 

used Steganographic techniques did not show up much 

successful. They were mostly failure. One such technique is 

shown in Fig 3.1. As seen in the figure the portions of the 

image that is blurred  clearly  tells the attacker that there is 

some hidden message in the image. So this kind of technique 

will never be preferred. In these kinds of techniques instead 

of the LSBs some other bits in the pixel may be changed. So 

this will naturally  show a visible difference.  But the 

proposed system produces an output that would resemble the 

original image as it is. So the stego image would go 

unnoticed when this kind of technique is used. Also though if 

the user comes to know that the image is a stego image, it is 

highly impossible to get the original secret message because 

the stego image will only contain the cipher text. 

 

IV.PROPOS ED S YSTEM 

An approach steganography using reversible texture 

synthesis is used for hid ing the secret messages. A texture 

synthesis process synthesizes a new texture image from a 

small texture image with a similar local appearance and 

arbitrary size. Th is method combines the texture synthesis 

process and steganography for concealing secret messages as 

well as the source texture. It has two procedures such as 

 

•Message embedding procedure  

 

•Message extract ing procedure 

 

 
Fig.4.1 The flowchart of the message embedding procedure. 

 

In message embedding procedure, the first procedure is 

dividing the source texture image into different image block. 

This image block is called as patches. To record the 

corresponding source patch’s location the index table is used. 

The workbench is blank image whose size is same as that of 

synthetic texture. W ith the help of source patch ID which is 

placed in the index table, the corresponding source patches 

are paste into the workbench to generate a composite image. 

After pasting the source patch the next step is to find mean 

square error (MSE) of overlapped region. This overlapped 

area is found in between the patch which we want to insert in 

the workbench and the synthesis area. The resultant patches 

are ranked as per the ascending order of mean square error 

(MSE). And finally the patches are selected from g iven list in 

such way that the rank of patches is equals to decimal value. 

The decimal value is nothing but the n-bit value of our secret 

message. 

 
Fig.4.2 The flowchart of the message extracting procedure.  

 

At receiver side, the index table is generated by using secrete 

key which the receiver already have. To retrieve the size of 

the expected source texture we can refer each patch region 

and its related order which is present in the index table. After 

retriev ing the size the blocks are arranged as per their 

corresponding order. Next step is authentication - We were 

going to suppose the present working location of workbench 

and similarly the working location of stego synthetic texture 

to predict the stego block region.  In the match-authentication 

step, consider the current working location on the workbench 

and also refer the corresponding stego synthetic texture at the 

same working location to determine the stego block region. 

Then, based on this region, to search candidate list to 

determine if there is a patch in the candidate list where its 

kernel reg ion is the same as this region. If this matched patch 

is available, and then can be locate the rank of that matched 

patch, and this rank represents the decimal value of the secret 

bit in the stego patch when operating the texture synthesis in 

the message embedding procedure.  The stego block region is 

used to search candidate list and to check whether there is 

any patch from candidate list having similar kernel region as 

the corresponding stego block region. If such similar patch is 

found, The rank is given to  this matched patch. We can 

represent the value of secrete bits in  patch which is in 

decimal format. This process is called as message extracting 

procedure. 

 

V.S IMULATION AND RES ULTS 

In order to verify the system performance the improved 

stenography algorithm in the video and get the different stage 

of result and analysis 

 

 
Figure 6.5 Steganography process Results 

 

VI.CONCLUS ION 

This paper proposes a reversible Steganographic algorithm 

using texture synthesis. Given an original source texture, our 

scheme can produce a large stego synthetic texture 
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concealing secret messages. To the best of our knowledge, 

we are the first that can exquisitely weave the steganography 

into a conventional patch-based texture synthesis. Our 

method is novel and provides reversibility  to retrieve the 

original source texture from the stego synthetic textures, 

making possible a second round of texture synthesis if 

needed. With the two techniques we have introduced, our 

algorithm can produce visually plausible stego synthetic 

textures even if the secret messages consisting of bit “0” or 

“1” have an uneven appearance of probabilit ies. The 

presented algorithm is secure and robust against an RS  

attack. We believe our proposed scheme offers substantial 

benefits and provides an opportunity to extend 

Steganographic applicat ions. One possible future study is to 

expand our scheme to support other kinds of texture 

synthesis approaches to improve the image quality of the 

synthetic textures. Another possible study would be to 

combine other steganography approaches to increase the 

embedding capacities. 
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